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Combination Chart

Varl |Var2 |(Var3 |Var4 |Var>S
Test 1 | Value 11 | Value 12 | Value 13 | Value 14 | Value 15
Test 2 | Value 21 | Value 22 | Value 23 | Value 24 | Value 25
Test 3 | Value 31 | Value 32 | Value 33 | Value 34 | Value 35
Test 4 | Value 41 | Value 42 | Value 43 | Value 44 | Value 45
Test 5 | Value 51 | Value 52 | Value 53 | Value 54 | Value 55
Test 6 | Value 61 | Value 62 | Value 63 | Value 64 | Value 65

In a combination test, we test several variables together. Each test
explicitly sets values for each of the variables under test.
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Challenges of
multivariable testing
1. The space of possible tests is enormous
. How to decide which variables to combine?

2
3. What IS the fault model?
4

. How to figure out what the relationships among the
variables actually are, in detail?
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Combination Testing

* There are several approaches to combination testing:

— Mechanical (or procedural). The tester uses a routine procedure to
determine a good set of tests

— Risk-based. The tester combines test values (the values of each
variable) based on perceived risks associated with noteworthy
combinations

— Scenario-based. The tester combines test values on the basis of
Interesting stories created for the combinations
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Domain testing

* In 1-dimensional testing, we run two tests for every boundary:
— Test the boundary-valid value
— Test the boundary-invalid value

e For example if X < 24 defines the boundary, we use X=24
(invalid) and X=24-delta (valid). We choose the smallest
workable delta to minimize the possibility of an error hiding
within the gap between 24 and 24-delta.

 |In multi-dimensional testing, we start by testing each dimension
on its own, reasonably thoroughly.

 Then we reduce the set of values to test per dimension,
probably to the boundaries:
— Too-low (TL), valid lowest (VL), valid biggest (VB), too big (TB)
— where
TL = VL-delta and TB=VB+delta
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Defining the domain:

2 variables
e Suppose we have two numeric variables, Vl1and V2.

 We analyze each variable in terms of its subdomains and
boundaries. Thus we have for each variable:

— V1: Too-low (TL), valid lowest (\VL), valid biggest (VB), too big (TB)
— V2: Too-low (TL), valid lowest (\VVL), valid biggest (VB), too big (TB)

— Where we set

« TL = VL-delta (smallest available difference between two numbers)
« TH = VB+delta
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Example: 2 variables

Consider the following domain

4 4 definition:
1<=V1<4
. 3 1<=V2<4
T | store data to 3 digits precision:
1 1 TL =0.999
VL =1.00
nl[l 1 2 3 4 5l:| heig 3
TB =4.00
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Defining the domain
3 independent variables

e Suppose we have 3 numeric variables, V1, V2, V3.

 We analyze each variable in terms of its subdomains and boundaries.
Thus we might have for each variable:

— V1: Too-low (TL), valid lowest (\VL), valid biggest (VB), too big (TB)
— V2: Too-low (TL), valid lowest (\VVL), valid biggest (VB), too big (TB)
— V3: Too-low (TL), valid lowest (\VVL), valid biggest (VB), too big (TB)

In this simple model, anything
Inside the box is a valid value,
and anything outside the box Is
not.

(When we restrict ourselves
to valid values, we are
thinking inside the box.)
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Mechanical approach #1
"Weak testing“ version 1

V1 V2 V3
Testl |VL VL VL
Test2 |VB VB VB
Test3 |TL TL TL
Test4 |TB B B

 We create enough tests to cover every value of every variable,
once. If the largest number of values is N, we need only N tests

 Note the collisions of error cases. If Test 3 fails, is it because of
the bad value of V1, V2, V3, or some combination of them?

 What bug do we expect to find in Test 3 that we would not find
In a test of single dimension, with a bad value? Why do we need
a combination?

Too-low (TL), lowest valid (VL), biggest valid (VB), too big (TB)
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"Weak testing" version 2

V1 V2 V3
Test 1 VL VL VL
Test 2 VB VB VB
Test 3 TL VL VB
Test4 VB TL VL
Test5 VL VL TL
Test 6 B VB VL
Test 7 VL B VB
Test 8 VB VL B

 In this second version, we treat error cases specially:
— Generate a core set of tests for "valid" (non-error) inputs

— Generate additional tests in which one error case is allowed per test case.
(Jorgensen calls this “weak robust equivalence class testing.”

— We might also add a few market-critical combinations

Too-low (TL), lowest valid (VL), biggest valid (VB), too big (TB)
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"Weak testing" version 3

- All Singles -
V1 V2 V3
Testl |LV LV LV
Test2 | BV BV BV

e Drop the error cases
— test them in single-variable tests.
» Create tests only for valid values
— Jorgensen calls this “weak normal equivalence class testing”
* Note the coverage that we do and do not achieve:
— We have a test for every valid value of interest of every variable

— We are not set up to detect interactions among variables.
» Here, for example, we check all minima together and all maxima.
» Should we worry about Low-High combinations?
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Mechanical approach #2
"Strong testing" version 1

Test every combination of values of interest:

Jorgensen calls this "strong robust
equivalence class testing"

V1 V2 V3
Test 1 TL TL TL
Test 2 TL TL LV
Test 3 TL TL BV
Test 4 TL TL B
Test 5 TL LV TL
Test 6 TL LV LV
Test 7 TL LV BV
Test 8 TL LV B
Test9 TL BV TL
Test 10 TL BV LV

This is part of the table. The
complete table has

4 * 4 * 4 tests.
In general, if N is the number of
variables we test together and
they have k1, k2 ... KN values,
strong testing requires

k1 x k2 X ... X KN tests

Too-low (TL), lowest valid (VL), biggest valid (VB), too big (TB)

Black Box Software Testing

Copyright © 2005

Cem Kaner &l James Bach 12



"Strong testing" version 2
All n-tuples

 Start with strong testing

e But restrict the values of interest to
valid values.

— Jorgensen calls this “strong normal
equivalence class analysis”

e Cover error cases In the one-
variable tests.

o |f there are N independent
dimensions, and we test only LV

and BV for each, there are 2N tests
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More “strong testing"

« Another variation includes all valid-value combinations plus a
separate set of combination tests in which one, some, or all
variables have an error value.

« Tests that include several errors are of interest only if we think
that multiple errors might have some type of cumulative effect.
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Mechanical approach #3
Combinatorial testing

We have N variables
We assume the variables are independent

— A value of one variable does not change the effects or validity of values of
other variables

We consider only valid values of interest
— An invalid value stops the test.
(V1, V2, Bad, V4, V5) = what do we learn about V1, V2, V4 or V5?
Anything in this test of interest other than “Bad” will be masked

Our goal is to sample from the space of possible N-tuples in way that
assures a minimum level of combination coverage:

— All N-tuples - all combinations of valid values
— All singles - all individual valid values

— All pairs - all pairs of valid values

— All triples - all triplets of valid values
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Combinatorial Example

Find what: |I|:|we FCas el Find Mext

Direction Cancel

(" )
[~ Match case Up Diown

sHere is a simple Find dialog. It takes three inputs:
— Find what: a text string

— Match case: yesorno
— Direction: upordown

«Simplify this by considering only three values for the text string,
“lowercase” and “Mixed Cases” and “CAPITALS”.
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Combinations Example

1 How many combinations of these three variables are possible?
2 List ALL the combinations of these three variables.

3 Now create combination tests that cover all possible pairs of values,
but don’t try to cover all possible triplets. List one such set.

4 How many test cases are in this set?
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Combinations Example

1. How many combinations of these three variables are possible?
- Find what has 3 values (lowercase, mixed, caps) (L M C)
- Match case has 2 values (Yes / No) (Y N)
- Direction has 2 values (Up / Down) (U D)
So there willby 3 x 2 x 2 =12 tests
2. List ALL the combinations of these three variables.
LY U MY U CYyu
LYD MY D CYD
LN U MN U CNU
LND MN D CND

3. By the way, a more complete analysis will also consider
whether the string is in the document or not. We'll add a 4th
binary variable to the analysis soon.
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Building an all-pairs table

e Label the columns with the variable names.

o List variables in descending order (of number of possible
values)

« Each column will have repetition.

— To determine how many times (rows in which) to repeat the first
value before creating a row for the second multiply the number of
variable values in column 1 x the number that will be in column 2

* In our example,
— Find What has 3 values
— Match Case has 2 values
— So there will be at least 6 rows
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Combination Testing

 Building an all-pairs combination table:

— In the second column, list all the values of the second variable, skip the
line, list the values again, etc. In our example, variable 2’s possible
values are U,D so the table looks like this so far

Find Match
(LMC) (YN)
L Y

L N

M Y

M N

C Y

C N
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Combination Testing

Building an all-pairs combination table:

— Each section of the third column (think of LL
as defining a section, MM as defining
another) will have to contain every value of
variable 3. Order the values such that the
variables also make all pairs with variable 2.

— Our variable 3 has two values, U and D

— The third section can be filled in either way,
and you might highlight it so that you can
reverse it later. The decision (say D, U) is
arbitrary.

Find Match | Direct
(LMC) [ (YN) (UD)
L Y U

L N D

M Y D

M N U

C Y D

C N U
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Combination Testing

Now that we’ve solved the 3-column

exercise, let’s try adding more variables.

Each will have two values.

Let’s start by making this look a
little more general

A D F
A E G
B D
B E F
C D
C E F

The 4th column goes in easily:

» We start by making sure we hit
all pairs of values of column 4
and column 2

* then all pairs of column 4 and
column 3.

A D F H

A E G I

Black Box Software Testing Copyright © 2005 Cem Kaner GZ ]ames @dCﬁ
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Combination Testing

Watch this first attempt on column 5.
We achieve all pairs of JK with
columns 1, 2, and 3, but miss it for
column 4.

The most recent arbitrary choice
was KJ in the 2nd section. (Once
that was determined, we had to pick
JK for the third in order to pair K with
an F in the 3rd column.)

So we will erase the last choice and
try again:

Black Box Software Testing Copyright © 2005 Cem Kaner GZ ]ames @dCﬁ
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Combination Testing A D |F |n
G

« We flipped the last arbitrary

choice (column 5, section 2, to JK 5

from KJ) and erased the JK in

section 3.

 We then fill in section 3 by

checking for missing pairs.

» JK, JK, JK gives us three DJ, DJ,

DJ pairs (2nd and 5th columns) so
we have to flip to KJ for the third
section.

* Now everything works
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Combination Testing

But when we add the next column,
we see that we just can’'t achieve
all pairs with 6 values. The first
one works up to column 4 but then
fails to get pair KL or JM. The next
fails on HM and IL

A D F H J L A D F H L
A E I K M A E G I M
B D I J L B D | M
B E F H K M B E F H L
C D H K M C D G H L
C E F I J L C E F I M
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Combination Testing

 When all else fails, add rows. We
need one for HM and one for IL,
so add two rows. In general, we
would need as many rows as the
last column has values.

* The other values in the two rows
are arbitrary, leave them blank
and fill them in as needed when
you add new columns. At the very
end, fill the remaining blank ones
with arbitrary values

 \We have 8 tests instead of
SX2X2X2X2X2=96

Black Box Software Testing Copyright © 2005 Cem Kaner GZ ]ames @dCﬁ
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Appearance | Fonts | Colars | Images | Apps | Helpers | Language |
Toaolbars
Show Toolbaras, Elctures " Text " Pictures and Text
. startup

Cin Startup Launch:
Let’s try .
th|S agaln v MNetscape Browser [ Netscape bail ™ Metscape News
on an Old Start With: " Blank Fage & Home Page Location:

hitp:/ fhome netscape.com/

Netscape |
preference  Lisyies
dla|Og Links are: W LUnderlined

Followed Links: " Newer Expire " Expire After: |30 Days Expire Mo

K Cancel | Help
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The Netscape example

» |f we just look at the Appearance tab of the Netscape Preferences dialog, we
see the following variables:

— Toolbars -- 3 choices (P, T, B)
(pictures, text or both)
— On Startup Launch --(browser, mail, news). Each is an independent binary.
 Browser (Y, N)
* Mail (Y, N)
* News (Y, N)
— Start With -- 3 choices (B,V,E)
(blank page, valid existing file, error (syntax) in the URL)
(Many more cases are possible)
— Links -- 2 choices (D,U)
(don’t underline, underlined)
— Followed Links -- 2 choices (N,E)
(never expire, expire after 30 days) (Many more cases are possible)
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The Netscape example

» | simplified the combinations by simplifying the choices for two fields.

* In the Start With field, | used either a valid home page name or a blank. Some
other tests for this field are:

— Link to a different type of file, such as pdf

— Link to a nonexistent file

— Abbreviated URL, such as name.htm instead of http://

— File on the local drive, the local network drive, or the remote drive
— maximum length file names, maximum length paths

— Note that a bad URL won’t stop Netscape from starting, so we should be able to
use an error case here without blocking testing of the other variables

* For combination testing, select a few of these that look like they might interact
with other variables. Test the rest independently.

» Similarly for the Expire After field. This lets you enter the number of days to
store links. If you use more than one value, use boundary cases, not all the
numbers in the range.

* |In multi-variable testing, use partition analysis or other special values instead
of testing all values in combination with all other variables’ all values.
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All N-tuples

 We can create 3 x 2 X
2X2x3x2x%x2=288
different test cases by
testing these variables

-
>
o Z
(72}
z | Z
S
: g o @ =
in combination. Here o |a |4
> >
are some examples, < = I =
from the combination = 0 0
table. 2 |6 |6
e This is what Test #1 P Y Y
Jorgensen would call g E i \I\(I
strc_)ng normal AP v N
» Strong because we 6 P Y Y
test for faults triggered ; E s s
by a combination of
iy 9 P N Y
conditions. 10lp IN |y
 Normal because we 11 P N N
omit error cases. 12 P N N
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Here are the 288 test cases. Every value of
every variable is combined with every

combination of the other variables.
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All N-tuples

When creating
a combination
table, | strongly
recommend
that you order
the columns
from the
variable with
the most values
to the variable
with the least.

Black Box Software Testing

Test #1
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All Singles

=
>_

e There are SIZ §
3+3+2+2+2+2+2=16 s = 0
different individual L WSS

i > mn = =2 LI
(smgle) values of NEIPREE R =
Interest. w| s|2| 2 22T
W hem i Sz 8382 =

* We can cover them in 2 Zlslalal 2l 5
3 tests HAEIREEEEE

— onn O O O o
Test#1 P B Y Y Y D N
2T V. N N N U E

3B E Y Y Y D N
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What about pairs?

o To simplify this, many testers would test 2
variables in pairs, each test involving only 5
2 values. S

e There are 109 pairs in our example. Combo 3

e Testing only 2 variables at once is an e
inefficient form of combination testing. >

e One test that combines 7 variables 2F

Incorporates 21 tests of pairs of variables.

Black Box Software Testing Copyright © 2005 Cem Kaner GZ ]ames @dCﬁ
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Combinatorics

“Combinatorics is, loosely, the science of counting. This is the area in
mathematic in which we study families of sets (usually) finite with
certain characteristic arrangements of their elements or subsets, and
ask what combinations are possible, and how many there are. This
Includes numerous quite elementary topics, such as enumerating all
possible permutations or combinations of a finite set.”
www.albany.edu/faculty/tangr/isp602/notes/terms.htm

e |n combinatorial testing, we test many variables together as an
efficient way of testing many of the combinations of those
variables (e.g. testing 7 variables together in one test captures
7C2 = 21 tests of the pairs).

e SO0 how many tests would we have to run to cover all the pairs?
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All pairs for Netscape

dN pamo]|od

NA SHUIT [

N/A SMaN ‘dnuels uo s
N/A [TlelN ‘dnuels uo s
N/A Jesmolg ‘dnyels uo
AL UHM Hels

dld sieq|ool o

Test #1

We can cover all 109
pairs inside 9 tests

2P V.Y N N D E
3P E N Y Y U E
4T E Y N Y U N
5T B N Y N D E

6T V N N Y D N
/B B Y N N U E
8B V N Y Y U E

OB E N N N D N
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All pairs for Netscape

. m >

e Let’s work it through. o
e

« We start with the first s | S
two variables (biggest = =
and second biggest 2 &
number of values of Test#1 P B
interest.) 2PV

: 3P E

 Here are all the pairs of AE =
those two variables. 5T B
There are 3x3 = 9 of 6T V
them 7B B
8B V

9B E
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All pairs for Netscape

Add the next variable

Z < On Startup, Browser Y/N

 We need all the pairs of the S
— 1Istand 2" variables o =
— 1stand 3" variables =
2nd and 3™ variables 5 |
 We already have the pairs for 1t & second c o
variables Test#1 P B
e For the 1stand 3", we need :2% E \E/
— aY withaP, an N with a P, 4T B N
— aYwithaT,anNwithaT, 51T IV Y
— a Y with a B and an N with a B. 6T E
 The values of the 3" variable for the other 7B B
cases don’t matter for 15t & 3, but they 8B V
might matter for 2" & 31, 9B E
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All pairs for Netscape

Add the 4™ variable. We
have the pairs for the 1%t
3, we just have to work

in the 4,

Black Box Software Testing
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Toolbars PTB

Test#1 P

Cem Kaner &l James Bach

2 P
3P
4T
ST
6T
/7 B
8 B
9B

m<Jmm<om< ®©gigrt With BVE

< Z2 < 2Z2 <2 <2 <0n Startup, Browser Y/N
Z2 <X 2zZ2 2 <2< 2Z<0n Startup, Mail Y/N



All pairs for Netscape

dN Pamo||oS -

NAa s3ull A

N/A SMeN ‘dniels uo
N/A [TelN ‘dnuels uo s
N/A Jasmoig ‘dnyels uo
AAG UM LIS | 4

dld sieq|oo]

Test #1

()]
e
e
e

(@)

-

@]

| -
e
d—

q’v.

= Q@
= QO

O ©

O =

o ®©

Qo >

L £
X N~

[ }

2P V. N N N D E
3P E Y Y N U E
4T B N N N U N

5T V Y Y N D E

6T E N N Y D N
/B B Y N Y U E
8B V N Y Y U N
9B E Y N N D N
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All pairs
— < <« — A A
Test#1 0 0 O O Test#1 0 O O 0 Test#l
2 0111 2 01 11 2
31 010 31 0 11 3
4 1 1 0 1 4 1 1 0 O 4

Reminder of a common
misconception.

The lower bound on the number of
rows IS the number of values of
column 1 times column 2 but we often
need more than that.

Black Box Software Testing

~ ~ o o001

_ O Kk O

—
@)

Test#1 O
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0 1 Test#l O
1 0 2 0
1 0 31
0 1 4 1
— —

O O

Test #1 O O
2 0 1

3 1 O

4 1 1

5 0 O

6 1 1
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Combinatorial testing

o At one of the LAWST meetings, we were advised that Microsoft
often uses a modified all-singles in configuration testing:

— All singles, plus

— All other combinations designated by marketing (or by error
history) as particularly interesting

o Similarly if we use all pairs, we might add to the set of tests:
— Special cases (marketing)
— Special cases (identified risks of higher-order interactions)
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Combinatorial testing

o WwWw.pairwise.org has been collecting references and links to
tools, including free tools

« Another free tool is at http://www.satisfice.com/tools/pairs.zip

 Rob Vanderwall has developed VPTAG, which allows you to
specify some constraints (a given value of X makes a range of
values of Y impossible).
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et’s add some complications

e So far, we've assumed

— Independent variables

— All valid values are equivalent
 What if we have multiple valid equivalence classes?
e Let’s assume fixed precision, to 1 digit after decimal

— Invalid: X <-100 boundary -100.1
—Validl -100<=X<0 bounds -100.0, -0.1
— Valid 2 0<=X<=5 bounds 0.0, 5.0
— Valid 3 5< X<10 bounds 5.1, 9.9
— Invalid 10<= X bounds 10.0

e These all become values of interest in combinatorial tests

Black Box Software Testing Copyright © 2005 Cem Kaner GZ ]ames @dCﬁ

44



Let’s add more complications

e So far, we've assumed
— Independent variables
— All valid values are equivalent

 \What if the values of one
variable affect the validity or
effect of the values of another?

2 1 2 3 4 5, 0 1
4 4 4

3 3 3

2 2 2

1 1 1

% 1 2 3 4 5 %
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A common example:
Testing a date field

0 < day < it depends
1 <= month <= 12
2000 < year < 3000 (whatever limits you choose)

For month 2 1 <=day <= 28 or 29
For months 4, 6, 9, 11 1 <=day <= 30
For months 1,3,5,7,8,10,12 1 <=day <= 31

See Jorgensen for a thorough analysis

Black Box Software Testing Copyright © 2005 Cem Kaner GZ ]ames @dCﬁ
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Let’s make this more challenging.
The next slides present the Open
Office Writer page style dialog.

| Page Style: Default

Organizer |Page | Background | Header ||Footer || Borders | Columns | Fooknoke

anme Defaulk

Mext Style Diefault o
Custom 3k vlEs

Conkains

wyidth: &.5inch, Fixed height: 11.0inch + From kop 1,0inch, From botkom 1.0inch + Text
direction left-to-right (horizontal) + Page Description: Arabic, Porkraitleft + Default + Mok
reqister-true

[ 2k JI Zancel ” Help ” Reset ]
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These are interesting as a group
because they all interact.

- Page Style: Default

Qrganizer Page Ea!:_kgr!:!und Hgadn_ar Footer Eu:_uru:le_rs CI:I|I.!I'!'|I'|5_ Footnote

Paper format

Forrnat Efi_etter v -

Width 5.50" -

Height 11.00" &

Orientation (%) Portrait

() Landscape Paper tray [From prinker settings] bl

Margins Lavout setkings

Left 125" o Pange lawaouk Right and left w

Right 1.25" iy Formak | N L W

Top 1.00" s [ ] Register-true

Boktom 1.00" .

I || Cancel || Help || Reset |
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Just print a page. Its layout is jointly
determined by all of these

'Page Style: Default

fs olor *f|i |

Mo Fil

2k H Zancel H Help ” Reset ]

Black Box Software Testing Copyright © 2005 Cem 7((11131’ GZ ]dmes (BdCﬁ
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So how do we test all of these?

Page Style: Default

| Organizer | Page |Background |Header |Footer | Borders | Columns | Footnate

As Eﬁraphic ]
File
[ ] Link:
Unlinked graphic
Tvpe
{E} Position o " -
'C:' Area
3 Tile
g ¥ ¥
e ' re .
Preyiew
(5] 4 l [ Zancel ] [ Help ] [ Resek ]
" h ﬁ 50
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Can you list the relevant variables?

i . o
Page Style: Default
OrganizetliBane. Backaround. jHeader [Eonter,\Bordere L Columns.flEoatpoks,
Header

Header on;

Same content lefk)right

Left margin 0.00" £

Right margin 0.o0" e

Spacing a.20" b

|:| IJse dynamic spacing

Height 020" e

AutoFit height

[ Mare...

2k ] ’ Zancel ] [ Help ] ’ Reset ]

Black Box Software Testing Copyright © 2005 Cem Kaner GZ ]ames @dCﬁ
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How many variables are on this page?

Page Style: Default
Otgarizer, || Page | Background. || Header, || Eooter, [Borders | olumns || Feotnote
Line arrangement Lime Spacing ko conkents
Default Style Left 0.o0" b
| OBRBE - Hone - ~ = :
0.05 pt . Fighk 0.aa
ser-defined
0.50 pt Top 0.o0"
1.00 pt :
e S pt EDttEIITI Q00" :
A - :
.00PE | Synchronize
iZalor
B Elack v
Shadaow skyle
Position
]| [ o f i} 0.07" B Gray
Properties
Merge with next paragraph
Merge adjacent line styles
2K l [ Zancel ] [ Help ] [ Resek ]

Black Box Software Testing Copyright © 2005 Cem Kdﬂ@?’ GZ ]ames @dCﬁ
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The number of variables on this page
depends on how many columns you choose.

Page Style: Default

Qrg_gnize-:r F‘agn_a

Settings

Ea;kgrqund HE:au:h_ar Footer Eu:_uru:le_rs Columns Footnote

Columns ‘

c

Width and spacing

Colurnn

Widkh 1 Z2.00° 200

Spacing o,o0" £ o,o0"

Aukottidth

Separator line

Line Mone W |

ey
Top
)4 | | Cancel | | Help | | Reset |
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At last, we’re through this one (1) dialog.
You can see why people would give up and
do all singles or random combination.

| Page Style: Default

Organizer | Page || Background || Header | Foaoter || Borders || Columns |Footnote

Footnoke area

(%) dot larger than page areat

() Maxirmum fFootnote height

Space ko kext 0.04" —
Separatar line
Fosikion Left W
Wieight 0.50 pk [
Length 25% -
Spacing ko Footnoke contents 0.04" |
[ 2k J I Zancel I I Help ] ’ Reset ]
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Thoughts on all pairs

 All pairs is ideal for independent variables.
— A classic use is configuration testing.
— But if they’re independent, why test them in combination?

 We are managing a type of coverage here.
 We are rarely working from a theory of error.

— Schroeder & Bach argue that in this case, we are probably as well
off using a random combination algorithm. The set of tests will
approximate all pairs

— If we combination-test the program several times, randomness
creates variation in the testing

 All pairs is adaptable when the number of constraints is small

— Whenever a test has an invalid pair, substitute two tests, identical
except that you substitute a valid value for the first (second) value
of the pair. All other pairs in the test stay intact and are tested
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Thoughts on all pairs

All pairs is inefficient when the number of constraints is significant.

» Beizer (Black Box Testing) discusses the general case in which
there are several levels for each variable and the program
behaves differently as a joint function of the settings of several
variables. His presentation of a domain testing approach to this
problem is interesting but as described, | find it challenging to
apply.

* |n electrical engineering, this situation is analyzed as
Combination Circuit Testing. Given a set of values of interest for
several variables (you arrive at them through domain analysis or
In some other way), the question is whether the program
behaves correctly for each combination.

 |n software testing, the analysis is called Cause-Effect Graphing
Black Box Software Testing Copyright © 2005 Cem Kaner GZ]ames @dCﬁ >0



Alternative approaches

There are several approaches
to combination testing

* Mechanical (or
procedural). The tester uses
a routine procedure to
determine a good set of tests

* Risk-based. The tester
combines test values (the
values of each variable)
based on perceived risks
associated with noteworthy
combinations

 Scenario-based. The tester
combines test values on the
basis of interesting stories
created for the
combinations.

Black Box Software Testing Copyright © 2005

 Some groups of variables involve too
complex a set of relationships for you
to analyze (given your skills, tools
and the time available) or are not well
enough specified for you to analyze.

* |f you believe that you need to test
combinations anyway, and want to
consciously control the design of the
tests, you might want a technique
that helps you explore relationships
and make sense of them.

Cem Kaner &l James Bach >



Exploring relationships

» Look at this record (bigger on the next slide), from the Timeslips
Deluxe time and billing database. In this dialog box, click the
arrow next to the Consultant field to edit the Consultant
record (my name, billing info, etc.) or enter a new one.

o If | edit it here, will the changes carry over to every other display
of this Consultant record?

« Also, note that the End Date for this task is before the Start
Date. That's not possible.
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Exploring relationships

5 -TSTimer-

File Edit Slips MNames Search Special Help

New slip 4 Al Find

“ TimeSlip Expense Slip Value $4.475.30
Consultant [Cem Kaner -] ]
Client [softGear Tech -] ]
Activity [Research -] 2] |13

Description Researched the Win 95 documentation

-

Reference ‘ ‘ | |v‘ EI
Start Date IZI Time estimated Iﬂ @ un
End Date |Z| Time spent D E it
Billing Status  |Billable |~| | Repeat _| Add to Flat Fee
Rate ‘Client ‘v| |1 ‘v| ‘2535-13 ‘ {hourly) | Override
| Active slips 0
Black Box Software Testing Copyright © 2005 Cem Kdﬂ@?’ GZ ]ames @dCﬁ




Exploring relationships
—

The date you have entered
. must be before the end date.
b Please correct it.

The program checks the End Date againstthe Start Date

and rejects this pair as impossible because the task can’t end
before it starts.

The value of End Date is constrained by Start Date, because
End Date can’t be earlier than Start Date.

The value of Start Date constrains End Date, because End
Date can’t be earlier than Start Date.
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Exploring relationships

A relationship table

Field Entry | Display Print Related |Relationship
Source Variable

Variable 1 | Any way you § After V1 & V2 § After V1 & V2 f v/ariable 2 Constraint to a
End date range

can change are broughtto J are brought to

values in V1 Incompatible incompatible
values, what values, what are
are all the ways § all the ways to
to display display or use
them? them?

Variable 2 | Any way you Variable 1 Constraint to a

End date \c/z?uc:;a}?]g\e/z Start date range

Start date

Black Box Software Testing Copyright © 2005 Cem Kaner GZ ]ames @dCﬁ 61



Relationship Table

THE TABLE'S FIELDS

» Field: Create a row for each field (Consultant, End Date, and Start Date are
examples of fields.)

» Entry Source: What dialog boxes can you use to enter data into this field?
Can you import data into this field? Can data be calculated into this field? List
every way to fill the field -- every screen, etc.

» Display: List every dialog box, error message window, etc., that can display
the value of this field. When you re-enter a value into this field, will the new
entry show up in each screen that displays the field? (Not always -- sometimes
the program makes local copies of variables and fails to update them.)

» Print: List all the reports that print the value of this field (and any other
functions that print the value).

o Related to: List every variable that is related to this variable. (What if you enter
a legal value into this variable, then change the value of a constraining
variable to something that is incompatible with this variable’s value?)

» Relationship: Identify the relationship to the related variable.
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Exploring relationships

« Given the relationship,

— Try to enter relationship-breaking values everywhere that you can enter
V1 and V2.

— Pay attention to unusual entry options, such as editing in a display field,
Import, revision using a different component or program

e Once you achieve a mismatch between V1 and V2,

— the program'’s data no longer obey rules the programmer expected would
be obeyed, so anything that assumes the rules hold is vulnerable.

— Do follow-up testing to discover serious side effects of the mismatch
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Many relationships among data

Independence

— Varying one has no effect on the permissible values of the other or on how
the computer responds to a value of the other variable.

Causal determination

— By changing the value of one, we determine the value of the other. For
example, in selecting page layout, if you select “Letter” the page becomes
8.5x11.

Constrained to a range
— For example, width of a line must be less than the width of the page.
— In a date field, the max day is determined by the month

Selection of rules
— Example, hyphenation rules depend on the language you choose.

Relations are often reciprocal, so if V2 constrains V1, then V1 might
constrain V2 (try to change V2 after setting V1)
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Many relationships

* Logical selection from a list

— processes the value you entered and then figures out what value to use for
the next variable. Example: timeouts in phone dialing:

« 0 seconds on complete call 555-1212 but 955512127
« 10 seconds on ambiguous completion 055-5121
« 30 seconds on incomplete 555-121

* Logical selection of a list:
— For example, In printer setup, choose:
o Officedet
— get Graphics Quality, Paper Type, and Color Options
e LaserJet 4
— get Economode, Resolution, and Half-toning.

» Marick (Craft of Software Testing) discusses catalogs of tests for data relationships.
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Complex Relationships

Wi l General] Edit ] Prink ] Save ]Spelling &Grammarl
Track Changes ] User Infarmation iCompatibility File Lacations l

Compatibility options for Document 1

Fonkt Substitution. .. |

Recommended opkions for:
Microsofk MWyord 97 j

Cptions:

Bl _combine table barders like Word 5.x For the Macintosh
[ Do Full justification like WordPerfeck &.x For \Windows
| ' Don't add automatic tab skop For hanging indent

[ | Don't add extra space for raised|lowered characters

[ | Don't add leading {extra space) between rows af bexk
[ Don't add space for underlines

[ Don't balance columns For Continuous section skarks

[ | Don't balance SBCS charackers and DECS charackers

| ' Don't blank the area behind metafile pictures

| Don't cenker "exack line height" lines

| Don't convvert backslash charackers inko wen signs j

Default. .. |

] 4 Zancel
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Data Relationship Table

« Looking at the Word options, you see the real value of the data
relationships table. Many of these options have a lot of
repercussions (they impact many features).

e You might analyze all of the details of all of the relationships
later, but for now, it is challenging just to find out what all the
relationships ARE.

* The table guides exploration and will surface a lot of bugs.
PROBLEM

e Works great for this release. Next release, what is your support
for more exploration?
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Let’s sum up

There are several approaches
to combination testing

* Mechanical (or
procedural). The tester uses
a routine procedure to
determine a good set of tests

* Risk-based. The tester
combines test values (the
values of each variable)
based on perceived risks
associated with noteworthy
combinations

 Scenario-based. The tester
combines test values on the
basis of interesting stories
created for the
combinations.

Black Box Software Testing
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Mechanical approaches:
— Give you a handle on some complex problems

— Provide easy justification for management. The
number of tests needed is driven by theory and
computed by the tool. Doesn’t appear discretionary.
This is an important difference from random testing.

— Provide an intuitively appealing coverage model
— Appeal to the mathematically inclined

— Are rarely based on a plausible theory of risk.
(They’re wasteful, however, if and only if a risk-based
model would generate substantially different or fewer
tests.)
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